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SDMX STATISTICAL GUIDELINES 

SDMX Cross-Domain Code Lists
CL_ CONF_STATUS
Name: Code list for Confidentiality Status (CONF_STATUS).
Description: This code list provides coded information about the sensitivity and confidentiality status of the data. 

Version: 1.0.
Date: 2009.
	Recommended code value
	Recommended code description
	Annotation

	F
	Free
	It is used for observations for observations for which there are no special sensitivity considerations and which can be freely shared. Please note:

In some institutional environments the term “unclassified” is used in a sense that still denotes implied restrictions in the circulation of information. If this is the case, this organisation may probably consider that “free” (value F) is not the appropriate corresponding tag for this kind of “unclassified” category and it may be that “non-publishable / restricted” (value N) may be more appropriate.

The focus of this code is not to describe and anticipate all potential permissible uses (e.g. permission to re-disseminate). Thus, the use of “F” does not allow safe assumptions with respect to the permission to "re-disseminate" (freely or at a price) the received or accessed information (e.g. on web or paper), especially on a massive and regular basis (legal and copyright constraints may apply). Usually, source organisations provide information and guidance on re-dissemination issues, either on their websites or on their paper publications.

	N
	Not for publication, restricted for internal use only
	Used to denote observations that are restricted for internal use only within organisations. 

	C
	Confidential statistical information
	Confidential statistical information (primary confidentiality) due to identifiable respondents.  Measures also should be taken to prevent not only direct access, but also indirect deduction or calculation by other users and parties, probably by considering and treating additional observations as “confidential” (secondary confidentiality management).

	D
	Secondary confidentiality set by the sender, not for publication 
	Used by the sender of the data to flag (beyond the confidential statistical information) one or more additional observations of the dataset so that the receiver knows that he/she should suppress these observations in subsequent stages of processing (especially, dissemination) in order to prevent third parties to indirectly deduct (e.g. through accounting identities or other formulas) the observations that are genuinely flagged with "C". 

	S 
	Secondary confidentiality set and managed by the receiver, not for publication 
	If senders do not manage the secondary confidentiality in their data and/or there are also other countries’ data involved (with the intention to eventually compile a regional-wide aggregate that is going to be published), the value “S” is used by the receiver to flag additional suppressed observations (within sender’s data and/or within the datasets of other senders) in subsequent stages of processing (especially, dissemination) in order to prevent third parties to indirectly deduct the observations that were genuinely flagged with "C" by the sender.


Specific issues
The values of this code list are usually attached at the observation level, providing information about the sensitivity or confidentiality of the corresponding observation.  If the use of the corresponding concept has been defined in an DSD as “mandatory”, a value from this code list should be assigned to all observations. It has to be noted that the two code values, "D" and "S", are useful when organisations manage secondary statistical confidentiality. Primary confidentiality corresponds to the special confidentiality status ("confidential statistical information") that applies to data that directly or very easily reveal information about individuals (persons or companies) and which is not publicly available. Obviously, this kind of information needs to be strictly protected. Moreover, if a figure is composed, for example, of information provided by only two agents, then one of these parties or a third party could easily deduct the suppressed information of the individual person or firm. Also, accounting identities could possibly be used or, using longer time series, other algorithms and techniques (e.g. regression) to deduct a suppressed “C” observation out of a large dataset. Thus, there is possibly a need to suppress additional information which is not confidential statistical information in the first place or, in general, to take measures (secondary confidentiality management) against indirect deduction of the suppressed “C” information from third parties who might be using the rest of the information that is available. 
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